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Introduction
The global financial crisis has demonstrated the need to revise certain functions whose performance is important for the healthy functioning of the banking system, one of these functions being represented by internal audit, which must respond to new challenges, changes and expectations.
During the current period, banking institutions face a dynamic and challenging environment, where they must comply with new regulatory requirements, strengthen corporate governance and expand their offer of products and services. Most banking institutions had no option but to seek solutions in order to achieve a balance between managing risk, maximizing profitability and ensuring the observance of applicable regulations.
Although the internal audit function is not directly responsible for the identification of solutions to the problems faced by banking institutions, it has an important role, supporting the organization in achieving and maintaining the necessary balance, by providing evaluations of the internal control environment and recommendations leading to the improvement of risk management processes and the assurance of compliance with regulations.
Under these circumstances, internal auditors have not only the opportunity, but also the responsibility to support the management, by proactively involving in finding solutions to the problems of the organization and by providing recommendations and support to the business lines, management and the audit committee. These developments are also reflected by the modifications occurred over time in the definitions of the internal audit function provided by the Institute of Internal Auditors (IIA), presented in Table 1 .
Table 1. The evolution of internal audit definitions provided by the IIA The old definition of internal audit (released in 1947, revised in 1999)
The current definition of internal audit (released in 1999)
"Internal Audit is an independent appraisal function established within an organization to examine and evaluate its activities as a service to the organization. The objective of internal audit is to assist members of the organization in the effective discharge of their responsibilities. To the end, internal audit furnishes them with analyses, appraisals, recommendations, counsel and information concerning activities reviewed. The audit objective includes promoting effective control at reasonable cost. The members of the organization assisted by internal auditing include those in management and the board of directors."
"Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and governance processes."
Source: Author's processing of definitions provided by the IIA, 1947; IIA, 1999 According to the most recent definition developed by the IIA (1999) and approved by the IIA Board of Directors in 1999, some important developments can be noted, which are highlighted in Table 2 .
Table 2. Differences in the definition of internal audit The old definition (before 1999) The current definition (after 1999)
Appraisal function Objective assurance and consulting activity Examines and evaluates the activities, as a service for the organization Adds value and stimulates improving the organization's activities Assists members of the organization in the effective discharge of their responsibilities Assist the organization in fulfilling its objectives through a systematic and disciplined approach Promotes effective control at a reasonable cost
Evaluates and improves the effectiveness of risk management, control and governance processes.
Source: Author's processing
The revised definition of internal audit emphasizes the objective of internal audit, which is to add value to the organization and activate the improvement of its activities through the provided objective assurance and advisory services.
In the guide "The internal audit function in banks" (BCBS, 2012), The Basel Committee on Banking Supervision (BCBS) highlights the fact that the internal audit function must provide the bank's board of directors and senior management with assurance in regard to the quality of the internal control system, thus reducing the risks of loss and reputational damage for the bank. At the same time, the bank's supervisors must be content with the effectiveness of the bank's internal audit function regarding the compliance with policies and practices and the adoption by the management of appropriate and prompt measures in order to remedy the internal control deficiencies identified by internal audit. The conclusions drawn from various studies carried out recently (Global Audit Information Network -GAIN, 2009; PriceWaterhouseCoopers -PwC, 2014a, 2014b; Ernst & Young, 2010; Deloitte, 2014) highlight the major challenges faced by internal audit in terms of expanding its role, given multiple emergent risks, rising of expectations and stronger stakeholder scrutiny, as well as resources pressures. To overcome these difficulties, it is necessary for the internal audit function to develop the core competencies, approaches, tools and practices, which enable the increase of value added for the organization.
Both Chief Audit Executives (CAEs), as well as stakeholders, recognize the potential of the internal audit function to add value to the organization. The important positive contribution that internal audit can bring in governance and operations of an organization depends on the effective implementation, functioning and management of the internal audit function, which is possible only under the conditions of maintaining and strengthening its credibility. In order to maintain and increase the credibility and authority of internal audit, the internal auditors should:
• Understand how the organization perceives audit value;
• Define a strategic audit plan appropriate for the mandate of the internal audit function, containing the established objectives which prove the value delivered to the organization;
• Measure the value and performance of internal audit;
• Properly communicate the achieved results. Since the stakeholders' expectations have permanently increased, the management of the audit function had to adapt their practices to keep pace with these expectations and to adjust the metrics used to track results and report performance.
Methodology of research
The research methodology employed for the development of this paper included the following elements:
• A review of the international literature, including the applicable regulations and recommendations (IIA, BCBS) on internal audit in general and on internal audit in the banking industry. The revision considered the various aspects of internal audit, such as: the role and the objectives of internal audit; the responsibilities incumbent upon the internal audit function in different areas of activity such as compliance, risk management, reducing strategic risk, improving strategic management activity (business improvement); value added and assessment of performance of the internal audit activity; ways in which internal audit can exceed its current role and become a strategic advisor.
• A review of the research projects' results and case studies including: "Imperatives for Change: The IIA's Global Internal Audit Survey in Action. Report V" (IIA, 2011c); studies and reports developed by companies of professional services and consulting (Ernst&Young, 2010; PwC, 2014a PwC, , 2014b Deloitte, 2014) . By performing a critical analysis of the reviewed literature, research results and studies, we aimed to answer the following questions:
• What would be the most relevant indicators for tracking results and for reporting the performance of the internal audit activities, so that the audit function demonstrates the added value for the organization?
• What are the methods and practices by which internal audit can increase the added value for the organization?
Finally, we synthesized the relevant methods and practices for internal audit performance measurement in the banking sector. (Article 22) requires each credit institution to set a sound governance framework, which includes an articulated organisational structure with clearly defined, transparent and solid responsibility lines, as well as effective processes for identifying, managing, monitoring and reporting of the risks to which it is or might be exposed, appropriate internal control mechanisms, reliable administrative and accounting procedures, in accordance with the promotion of an efficient and healthy risk management.
Considering the fact that strong corporate governance constitutes an essential condition for the healthy functioning of credit institutions, which at the same time may negatively affect the bank's risk profile without appropriate implementation, supervisory authorities have a strong interest in ensuring a sound corporate governance.
In this regard, the supervisory authorities assess the extent to which the credit institution has set mechanisms through which the board and the superior management achieve their supervisory responsibilities, as well as processes through which it carries out the monitoring of strategic objectives, including risk appetites, financial performance, capital adequacy and planning, liquidity, risk profile and risk cultures, controls, remuneration practices and management selection and evaluation. Special attention is paid to the supervision of risk management, compliance and internal audit functions, the supervisory authorities pursuing the degree to which internal controls are properly assessed and contribute to the sound governance of the bank.
Internal audit has a very important role within the corporate governance framework of credit institutions. In this respect, the "Corporate Governance Principles for Banks" (BCBS, 2015) stipulate internal audit's responsibility with respect to the provision of independent assurance and support to the board and senior management in promoting corporate governance process and the long-term stability of the bank.
The Guide (BCBS, 2015) also highlights the need that the corporate governance framework to establish clear responsibilities relating to managing risk, assigned to the "three lines of defence" of the governance framework, as follows:
• The first line of defence is represented by business units, which accept and manage the risk involved in the activities they carry out;
• The second line of defence, independent of the first one, includes the risk management and compliance functions;
• The third line of defence, independent of the first two, is the internal audit function, which provides the board and senior management with independent review and objective assurance on the quality and effectiveness of the internal control, risk management and corporate governance systems and processes, helping the board to secure the organization and its reputation.
The role of internal audit regarding the improvement of the internal control and risk management
The guide prepared by the BCSB (2015) -"Corporate governance principles for banks defines the internal control system as a set of rules and controls regulating the bank's organisational and operational systems, including reporting, processes and risk management, compliance and internal audit functions. In order to achieve the set objectives and ensure financial stability, credit institutions are required to implement an internal control system which is composed of the following five elements, placed in close correlation: The final responsibility for the establishment and maintenance of an adequate and effective internal control system belongs to the credit institution's board of directors. The internal audit function meets an important role and adds value to the organization by providing the board with an independent review and objective assurance as to the quality and effectiveness of the internal control systems and processes and by supporting the management with regard to the establishment and maintenance of an adequate and efficient internal control system. Therefore, one of the main objectives of internal audit is to assess the effectiveness and the adequacy of the internal control system, of which it is part. Over the past decade, credit institutions have experienced an unprecedented escalation of risk, which has caused major changes governance with regard to risk management and improvement of the approaches within the control systems.
Banking risks express the probability of failure to achieve the estimated result or to record a loss, considering that when the respective risks become reality, unexpected results may occur.
The National Bank of Romania (Banca Naţională a României -BNR) Regulation No. 5 of December 20, 2013 regarding the administration framework of credit institution's activity, the internal process for assessing the capital adequacy to risks and the conditions of outsourcing their activities identifies the following major risks, with significant impact on the financial and reputational situation of the bank: compliance risk; interest rate risk; risk related information technology (IT); reputational risk; strategic risk; market risk; model risk; credit risk; country risk; transfer risk; liquidity risk; legal risk.
In the interest of monitoring, managing and evaluating such risks, credit institutions are constantly involved in the risk management process. Banking risk management encompasses all risk management processes and models meant to ensure the implementation of risk-based policies and practices, including techniques and management tools necessary to measure, monitor and control all risks faced by the credit institution. Risk-based policies and practices aim primarily at strengthening the risk profile and improving the efficiency of the bank's portfolio.
The responsibilities of the risk management function with respect to the management of risks faced by the bank are as follows:
• Continuous measurement of the risks related to the assets portfolio and other exposures;
• Communicating the risk profile of the bank to the concerned persons within the bank, to the supervisory authorities and to other relevant stakeholders;
• The adoption of measures, either directly or in conjunction with other banking functions to reduce the risk of a loss or to reduce the size of the potential loss.
The management of the credit institution is responsible for: the understanding the significant risks faced by the credit institution; the establishment of acceptable levels of those risks; ensuring that the necessary measures are taken to identify, measure, monitor and control those risks.
It is the role of internal audit to support the organization in pursuing its objectives, through a systematic approach, in order to assess and improve the effectiveness of risk management.
The modern approach of the internal audit is based on risk and provides for the chief audit executive to carry out an assessment of the organisation's risk, based on which the audit units are assessed; the frequency at which the units are audited is directly proportional to the risk associated with them.
The International Standards for the Professional Practice of Internal Auditing, specifically Standard 2120 Risk Management (IIA, 2012) stipulates the need for internal audit activities to determine the effectiveness and to support the improvement of risk management processes. In assessing the effectiveness of risk management processes, internal audit should consider the following:
• The objectives of the organisation support and are related to the mission;
• Major risks are identified and assessed;
• Risk responses are determined in order to harmonize the risks with the organization's risk appetite;
• Capturing and fast communicating within the organisation of important information regarding risk management enable the involved staff, the management and the board to carry out their responsibilities.
Internal audit can assess the processes' effectiveness based on information collected during several audit missions, which, considered together, can provide a representative perspective on the risk management process and its effectiveness.
In accordance with Standard 2120 (IIA, 2012), the assessments made by internal audit in relation to risk management involve the following:
• Assessing the risk exposures in relation to governance, operations and information systems of the organisation;
• Assessing the potential of fraud and the manner in which the risk of fraud is managed;
• During the advisory missions, approaching the significant risk in line with the objectives of the mission, and also paying attention to the existence of other significant risks;
• During the assistance missions for the establishment and improvement of risk management processes, internal auditors should refrain from assuming any responsibility with regard to risk management.
Internal audit can have an important contribution in assisting the organization in its approach to overcome the difficulties arising from the encountered risks.
Through risk management, internal audit not only prevents the risks, but it helps the organization to function more efficiently as a result of a more structured and organized approach.
Approaches regarding the value added and internal audit performance
According to the definition provided in the The added value can be seen from the perspective of various stakeholders, namely: internal auditors/providers of internal audit services; board of directors/audit committee/superior management; supervisory authorities; other stakeholders.
Arena and Azzone (2009) aimed to determine the factors that influence the effectiveness of the internal audit activity. The study was conducted based on information collected from 153 Italian companies and shows that the effectiveness of the internal audit activity is influenced by:
• The characteristics of the audit team;
• The audit processes and activities;
• The relationships within the organization. Thus, the effectiveness of the internal audit is positively influenced by:
• Increasing the ratio between the number of internal auditors and the number of employees of the organization;
• Affiliation of the CAEs to the IIA;
• Adoption by the organization of risk self-assessment techniques;
• Audit Committee's involvement in the activities of internal auditors.
The study "Global Internal Audit Survey" conducted by the IIA (2010a) materialized in five reports incorporates the understanding and views of an important segment of practitioners in the area of internal audit, internal audit services providers and academics, with respect to the nature and purpose of the assurance and advisory activities specific to the internal audit profession worldwide, based on more than 13,500 responses available from respondents in over 107 countries.
The IIA (2011a) report "Measuring Internal Auditing's Value. Report III", focused on measuring the value provided to organization by the internal audit activity reveals that the value of the audit activity is expressed through the utility it shows for organization, appreciated in terms of perceived contribution of the internal audit activity. This perception is influenced by several factors, the most important being:
• Ensuring suitable access to the audit committee;
• Conducting the activity without the existence of any constraints regarding the modification of any rating assessment or the discarding of mentioning any deficiencies;
• Audit tools and technology used in the context of an audit mission.
IIA (2010b) endorsed the new value proposition of internal audit, expressing its vision on how the internal audit function provides value. According to this vision, "Governing bodies and senior management rely on Internal Auditing for objective assurance and insight on the effectiveness and efficiency of governance, risk management, and internal control processes." In a broad sense, the term "insight" is defined as representing "the capacity to gain year accurate and deep intuitive understanding of a person or thing" (Oxford American Dictionary). IIA (2010b) believes that, for the internal audit profession, insight represents an key component of the Value Proposition, one of the main objectives of the internal audit function being to provide stakeholders with perspective achieved during the performed assessments, with regard to both the implications of such evaluations, and providing recommendations.
In 2011, the IIA assisted by Deloitte&Touche launched the research project with the objective of determining the current status and expectations concerning the insight delivery by the internal audit; the project objectified with the report "Insight: Delivering Value to Stakeholders" (IIA, 2011b), which highlights the following determinant factors for supplying insight by the internal audit:
• Provision by the organisation's management of a strong control environment, where the executive and operational management are totally open to recommendations for improvement;
• Board, management and CAEs to communicate clearly their expectations on providing value and insight by the internal auditors;
• CAE reporting relationship, namely ensuring the independence of the internal audit function;
• The existence of audit staff having practical skills and experience in the industry, which are needed to make the required correlations between the audit process and business risk management;
• Clear, constructive communication that offers understanding of the identified problems and the appropriate recommendations. BCBS (2012) published the revised guide for assessing the effectiveness of the audit function in banks ("The Internal Audit Function in Banks"), which replaces the document form 2001 ("Internal Audit in Banks and the Supervisor's Relationship with Auditors"), and considers the lessons learned from the recent international financial crisis. The document focuses on the supervising authorities' expectations with regard to the internal audit function in banking institutions, the relationships between supervising authorities and this function and it provides a guide regarding the evaluation of the internal audit function by the supervisory authority. Thus, from the supervisors' point of view, the periodic assessment of the internal audit function is supposed to determine whether it has the necessary capacity and authority and it operates in compliance with sound principles. BCBS (2012) recommends the assessment of the internal audit function to be made considering the supervisors' expectations regarding this function, including the following items:
• Characteristics of internal audit function:
independence and objectivity; professional competence; professional ethics;
• The status and authority of the internal audit function within the bank, which must report directly to the board of directors/audit committee, allowing the auditors to demonstrate objectivity in performing the engagements;
• The existence and the provisions of the internal audit charter, which must highlight the status and authority of the internal audit function within the bank;
• The scope of the audit that should include reviewing and evaluating the effectiveness of the internal control, risk management and corporate governance systems and processes for the entire bank and to adequately cover the aspects of interest from the point of view of the audit plan objectives;
• Corporate governance mechanisms applicable to the internal audit function, such as: permanence, authority, status and independence of the internal audit function; adequate resources for the internal audit activity; direct access to the board of directors; existence of independent, competent and qualified audit staff;
• Organization of the internal audit function at group level, in the sense of providing a consistent internal audit approach in all the banks from the group;
• The level of competence, experience and expertise within the internal audit function, which means: the ability to collect, analyse and evaluate information and to communicate adequately with stakeholders; use of appropriate audit tools and techniques; good understanding of bank's activities;
• Structure of remuneration package at the level of the internal audit function, especially at the level of senior management and the key audit functions, which must be in line with the bank's policies and practices; the performance rewarding package should be structured so as to ensure the avoidance of conflicts of interest and of compromising the objectivity and independence;
• Outsourced internal audit activities, if this is the case. Deficiencies identified by the supervisors with regard to the internal audit function may affect the assessment of the risk profile of the bank.
Applying the principles set out in the BCBS (2012) guide is carried out in compliance with national legislation and applicable corporate governance structures. BCBS (2012) also states that concurrently with the quality assessment of the internal audit function performed by the supervisory authority, the audit committee and the internal audit function in itself have a responsibility to develop and apply methods to assess the quality of the internal audit function.
The board of directors has the final responsibility to review the performance of the internal audit function; in this respect, the board should periodically perform an independent external assessment of the quality assurance for the internal audit function.
Deloitte (2014), one of the Big Four companies, which provide audit services for an important segment of public companies, conducted the study "Head of Internal Audit, Survey 2014. Capturing insight" by which it synthesized insights and observations with regard to the auditing practices in Ireland. The study was conducted with participants from various companies working in the fields of financial services (45%), consumer and business technology (24%) and in the public sector (31%). It showed that, although every activity sector has specific features, there are many issues and challenges common to all fields. The Deloitte (2014) study highlighted the main challenges faced by internal audit in terms of expanding role the appearance of new risks, increasing control exercised by the stakeholders and in terms of resource pressures.
One of the core issues considered in the assessment of the internal audit function is represented by the performance assessment, including the way in which plans are carried out and how the review of the internal audit function at a general level is performed. The results of the study (Deloitte, 2014 ) emphasized the following: 97% of respondents confirm that the assessment of the internal audit performance is made according to a specific methodology, and 95% of respondents confirm that the methodology used is in accordance with the IIA standards. However, only 67% of respondents have confirmed that the methodology used includes a process of external quality assessment, given that the IIA standards require a quality assurance and improvement program, as well as internal and external quality assessments, with regular external assessment with a maximum frequency of five years.
Although there is an interest on the assessment of the internal audit function both on the side of the supervisory authorities and on the side of banks' management, expectations and quality assessment systems of the internal audit are particular for each function, depending on its specific objectives. In terms of internal audit performance assessment methods used by the management, both the regulations applicable to the bank's internal audit function, as well as the applicable standards and guidelines state the responsibility of the management, audit committee and chief audit executives to assess the quality and performance of the internal audit function by establishing clear performance criteria and appropriate methods for measuring the achieved performance.
Performance measurement of the internal audit function. Key performance metrics
As mentioned in the IIA (2011a) report "Measuring Internal Auditing's Value. Report III", the value of the internal audit activity is appreciated in terms of its perceived contribution to the governance and smooth running of the organization's activity. This perception is influenced directly by the assessment of the internal audit activity performance.
In a general sense, performance measurement can be regarded as "a metric used to quantify the efficiency and/or effectiveness of the action" (Neely, Gregory and Platts, 1995). Therefore, it is apparent that performance measurement has a major importance for the process of assessment of the audit function, which provides it with the opportunity to find out where it stands in relation to the functions in other similar entities and to identify and adopt new practices to improve its results. Setting the performance indicators is of utmost importance to determine to what extent the audit function accomplishes its objectives, in accordance with the practices and standards of quality.
Considering the importance of internal audit performance measurement, a series of studies were conducted to understand the methods and practices used to measure the performance of the internal audit activity. Performance measurement systems differ significantly between audit functions, as a result of the great diversity of organizations served by these functions (Rupsys and Boguslauskas, 2007) . In practice there are various classifications of performance measurement systems used in internal audit. One of the most used systems is based on the balanced scorecard approach (Ziegenfuss, 2000) , which shows the alignment of the audit department objectives and activities to those of the organization. In case of using this method, special attention should be given to the combinations of indicators/metrics which should be adapted to each category of stakeholders, as well as possible.
Another classification method is represented by the "input-process-output" method (Rupsys and Boguslauskas, 2007) where:
• Input may be represented by the auditors' and organization's qualities (experience, qualifications of personnel, approved budget; other factors);
• Process is represented by the whole process and all auditing activities;
• Results are the final outcome of the audit process, consisting in: assurance provided, counselling services, recommendations offered, the level of understanding provided, business process improvements made as a result of internal audit, etc. The GAIN (2009) report "Measuring Internal Auditing Performance" synthesizes significant issues, recommendations and best practices of successful performance management from organizations that develop guidelines and from practitioners in the field of internal audit, as well as information from flash surveys and the "Annual Benchmarking Study". According to IIA (2009) -"Annual Benchmarking Study", the main identified categories used to measure the performance of the internal audit are: the degree of satisfaction of stakeholders; internal audit processes and capacity for innovation. The main tools and techniques used for measuring these indicators are presented in Implementation of measures that ensure the achievement of mission goals and objectives Source: Author's processing based on the results form "Knowledge Report. Measuring Internal Auditing Performance", GAIN, 2009 Although the indicators used to measure internal audit performance differ from one organization to another, various studies performed by the IIA, including the GAIN (2009) study have synthesized several important indicators used regardless of organization, namely:
• making surveys/questionnaires with stakeholders;
• audit missions carried out versus the ones planned;
• complying with the definition of internal auditing, standards and code of ethics. The conclusion is that, regardless of audit methods and techniques used, it is necessary for audit leaders to select the audit methodology and performance indicators that best fit the object of the audit activity, taking into account the expectations of the various stakeholders, including the audit committee and management team, thus ensuring that audit efforts are aligned with the strategic objectives of the organization and add value to it. The report "Measuring Internal Auditing's Value. Report III" (IIA, 2011a) also showed differences in the use of performance measuring methods both between regions and industries. The ranking of the most commonly used methods for assessing the performance of the internal audit activity in the financial industry, which includes the banking sector, compared with the methods used in all industries is presented in Table 4 . From the analysis of trends in the methods used for assessing the internal audit performance, it resulted that the first five most commonly used methods at the time of the study will maintain their importance during the next five years, along with the recently added balanced scorecard method, of growing importance.
The study also highlighted the fact that:
• There is a correlation between the methods employed by the internal audit activity to measure its performance and their perceived contribution. Methods with the highest correlation coefficients are: the implementation percentage of the audit plan; recommendations accepted/implemented and questionnaires/feedback of the board of directors, audit committee and senior management. These methods are the most representative and resultoriented regarding the contribution of internal audit activity to improvement the organizational processes.
• There is a direct correlation between the scope of internal audit activities and their perceived contribution. There is a higher correlation between the internal audit activities on internal control, governance and risk management, on the one hand, and the perceived contribution of internal audit to the improvement of these processes, on the other hand.
PricewaterhouseCoopers, one of the Big Four audit companies, published in September 2014 the study "Metrics by design. A practical approach to measuring internal auditing performance", referring to the way in which all internal audit functions, regardless of the organization in which they operate, can generate indicators with which to communicate the value supplied and monitor performance (PwC, 2014b). The study results reflect the relative low stakeholders' perception regarding internal audit, implying either that the internal audit is unable to keep up with the changes taking place in the environment, or that it fails to report the real value delivered with the used indicators. After a deeper analysis, there was found at the same time a significant difference between the perceived value in the case of the audit functions characterised by a higher share of "Trusted advisors" type audit services, as compared with those performing more traditional "Assurance providers" type services.
The difference between perceived performance under the two approaches is presented in Table 5 . Table 5 . Internal audit performance of "Trusted advisors" compared to "Assurance providers" services Key performance metrics Percentage of respondents who indicate that internal audit performance is good "Trusted advisors" "Assurance Providers" Focus on critical risks and problems encountered by the organization 84% 53%
Goal and audit plan alignment to stakeholders' expectations 83% 64% Promoting improvements in quality and innovation 73% 29% Hiring, training, and/or selecting talents for audit 68% 45% Effectively use of technology in auditing services 51% 29%
Source: Author's processing based on the results of the study, "Metrics by design. A practical approach to measuring internal audit performance", PwC, 2014
The study reveals that there is no unique set of "best practice" metrics for performance measurement. The management of the audit function is used to generate their own indicators that meet the requirements of the mandate (mission, vision, strategy) and the stakeholders' expectations. The continuous updating of the performance indicators ensures the reporting of the real value provided by the audit function, in accordance with both the evolutions of the audit function and with the changing risk profile of the organization. In addition, the audit functions that generate indicators expressing the real value provided to stakeholders and correlate performance indicators with stakeholders' expectations manage to attract superior appreciation from stakeholders. The PwC (2014) study also specifies that making a "balanced scorecard" of the performance indicators only represents the beginning of the transformation process necessary for the internal audit function. In order to obtain a "balanced scorecard" containing relevant indicators, cultural transformations may be needed, as well as the development of a communication plan to describe the expectations adequately.
The objective of the audit functions management should not be limited to the indicators which reflect the delivery of superior results. It is necessary for the balanced scorecard to include some important fields, such as: the processes' effectiveness, personnel, risk coverage, as presented in Table 6 . As benefits of using the balanced scorecard, there are mentioned:
• Harmonizing the strategy and internal audit activities with stakeholders' expectations;
• Offering an extensive picture regarding performance;
• Allowing comparative analyses in relation to the reference indicators (benchmarking);
• Improving final results through cost reductions and streamlining processes.
Additionally, communicating metrics involves a very good understanding of the audience, as well as the adaptation of methods, frequency and approach used in the report to stakeholders' needs. The preparation and processing of the necessary data, as well as the presentation of metrics require the use of technology and human resources with the appropriate competences.
Finally, success in highlighting the achievements of interest for the audience depends on the tools used to report metrics, namely the dashboard and data visualization.
Practices supporting the growth of value provided by internal audit
Various recent studies ("Insight: Delivering Value to Stakeholders" -IIA, 2011b; "2014 State of the Internal Audit Profession Study -PwC, 2014a) summarize a number of examples of original and compelling practices that foster the increase of value provided by the internal audit, among which we mention:
1. Assessing internal audit performance by reviewing audit services in case an operational loss is identified, for the purpose of determining if there were any weaknesses of the internal audit process that need to be corrected, also capitalizing this as an opportunity for better understanding the real risks of the business (IIA, 2011b). 3. Stakeholder commitment to ensuring a reporting relationship which supports the independence of the internal audit function (IIA, 2011b).
4. Ensuring the existence of IT expertise and internal audit skills necessary for achieving of data analyses and to harness useful and effective financial and operational information , providing insight with regard to operational results and helping the management to develop the activity more efficiently and more effectively (IIA, 2011b).
5. Use of benchmarking, namely: providing the management with comparative analyses regarding the operations of the various locations of the organization, using automated testing on the basis of standard queries and periodical data analyses; results summarization and creating a balance scorecard. In this way, it is possible the prompt identification of the exceptions and variations from the standards of the organization, making action plans to remedy the identified deficiencies and to follow-up (IIA, 2011b). This allows internal audit to obtain a greater coverage with fewer resources, while also providing to the management comparative data analyses corresponding to the already improved operational results.
6. Existence of clear audit missions, focused on providing value, according to the business strategy of the organization (the IIA, 2011b), which involves:
• Establishing a standard internal process and a work methodology;
• Identification and confirmation of the stakeholders' expectations and requirements;
• Development of effective communication strategies;
• IT involvement into the audit process;
• Human resources training and orientation.
7.
Providing quantifiable results and recommendations, which enable the management to assess correctly the cost/benefit ratio of the proposed action plans and to support the rationale for the cost of putting them into practice (IIA, 2011b). 8. Harmonizing internal audit activities with stakeholders' strategies, in order to provide insight into the board of directors' and management' areas of interest (IIA, 2011b). 9. Permanent investments in innovative solutions, adapted to the ever changing environment, concurrently with the focus on advisory missions and services that analyse adverse and favourable risks, thus supporting the management to take into account the necessary controls and risks involved in the processes, even before defining a product. By adopting innovative solutions, it is possible to stimulate the use of data analysis in order to increase the efficiency of retrospective audit missions and allocate more time for prospective audit missions, where management finds the higher value delivered by internal audit (PwC, 2014a).
10. Focusing on including in the audit reports the fundamental control deficiencies and causes, as opposed to communicating exceptions. This involves changing the auditors' way of thinking and including within audit teams experienced audit executives, who can ensure the development of auditors' skills in the functional areas (PwC, 2014a).
11. Using continuous improvement methodologies, such as Six Sigma, in order to increase internal audit performance, by improving the understanding about how processes can be controlled and the collaboration between auditors and auditees, resulting in a better acceptance of findings and recommendations issued by the internal audit. Using such methodologies of continuous improvement involves the consideration of only those aspects relevant to internal audit (PwC, 2014a).
The studies highlighted the fact that those audit leaders who have the possibility and the resources needed to deliver according to the strategic objectives present a higher importance for the organizations in which they operate and stakeholders confirmed that they benefit from higher value delivered by internal audit. For this reason, the audit leaders need to project the audit functions properly, based on collaboration and getting consensus regarding stakeholders' expectations. Considering the complex and dynamic risk environment in which most organizations operate, the board of directors and the superior management should also get involved in the design of the internal audit function and support the necessary investment in the development of internal audit capabilities, encouraging its orientation towards delivering value for the organization.
Conclusions
In the last decades, significant changes have occurred in terms of attention paid to the assessment of the value added, effectiveness and performance of the internal audit activity. Recent studies show that both banking institutions and supervisory authorities want the extension of the internal audit contribution, in order to add more value to the organizations' operations and contribute to achieving their objectives, by means of a more active role in risk management and corporate governance.
Executive management expects more than providing credible assurance and efficient audit missions, because it wants to be able to call on the internal audit in case of strategic initiatives for which there are needed both expertise and insight, as well as providing ideas that represent challenges to the current practices of the organization and can lead to continuous improvement of the performance.
Internal audit can assist the banking institutions in achieving the necessary changes and to identify the optimal balance between risk, cost and value. To enjoy success, appreciation and authority, it is not enough for internal audit to present the results of the audit mission, but it important to engage the executive management and the members of the board of directors in the careful analysis of the current business issues and in supporting the development of strategies which address the business risks. In addition, considering the rapid developments in technology, chief audit executives must ensure that the potential offered by the data analysis tools is harnessed, in order to decide what to audit, to audit the processes efficiently and monitor operational risks appropriately, while offering insight to the management and board of directors and even new and permanent tools for the assessment of operations.
In turn, the banking supervisory authorities periodically evaluate the banking internal audit functions to determine whether they have the capacity and the necessary authority and operate in conformity with sound principles. The banking supervisors must be satisfied with the effectiveness of the internal audit function of the bank with regard to compliance with policies and practices, and the adoption of appropriate measures to remedy the deficiencies identified by internal audit. In order to determine the extent to which the audit function accomplishes its objectives and responds to stakeholders' expectations, it is required to measure its performance. Although there are differences between the metrics used for measuring the performance of internal audit depending on the specifics of each organization, the achieved studies have pointed out the following successful practices used for performance measurement:
• Conducting customers' or stakeholders' satisfaction surveys;
• Tracking the completed versus the planned number of audit assignments;
• The extent to which the compliance of performance metrics with the definition of internal auditing, standards and Code of Ethics is ensured;
• Use of balanced scorecard to determine whether audits contribute to adding value and improve the overall performance of the organization. Considering the role of internal audit in assessing and improving the effectiveness of risk management processes, we believe that the value added by the internal audit to the organisation must be considered also in terms of its contribution to reducing the risk of losses or to reducing the potential losses, and, respectively, to improving the risk profile of the credit institution.
Regardless of the tools and techniques used to measure the performance of the internal audit, the chief audit executives should select the methodology of performance measuring that best fits the characteristics and objectives of auditing activity.
In addition, prior to the selection of metrics for performance measurement, the leaders of the audit functions need to take into consideration the key stakeholders' expectations. In this way, it will be possible not only to measure the internal audit performance, but also to harmonize audit activities with the strategic goals of the banking institutions and increase the value added by the internal audit.
